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Subject: EXAMPLE FILES - Documents to soon post on PQC webpage
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Attachments: API (1).rtf

VariableLabel_2048.txt
VariableMsg_2048.txt
IntermediateValues_2048.rtf
KAT.rtf
CFP announcement.docx

Sara,
Our FRN notice will soon be posted, and we want to post several things to our PQC page on
the same date. Larry has several technical files, which provide some guidance and examples
on how to format some parts of the submissions. We'll need those somewhere. They include
the files (API, VariableMsg_2048, KAT, VariableLabel_2048, IntermediateValues_2048). They
are referenced by the Call for Proposals main document. I haven't attached the main
document, as the lawyers gave me several revisions to make. I hope to have it to you later
today or tomorrow. I've also attached text that can be used as an announcement (CFP
announcement).

If I don't respond quickly, it's because I'm on annual leave! (But I'm checking in at least daily).
Thanks!

Dustin

mailto:dustin.moody@nist.gov
mailto:sara.kerman@nist.gov

PQC - API notes

Most of the API information is derived from the eBATS: ECRYPT Benchmarking of Asymmetric Systems (https://bench.cr.yp.to/ebats.html). This has been done to facilitate benchmarking algorithm performance. Please look at the eBATS page for more information on how to submit an algorithm for performance benchmarking.  There are two sets of API calls listed for each primitive. The first set is the API call directly from the eBATS page, or something very similar for the Key Establishment section. The second set of calls is for testing purposes. The calls extend the eBATS calls for functions that utilize randomness by providing a pointer to specify a randomness string. This will allow algorithms that utilize randomness to be able to provide reproducible results.  For example, this will allow testing of KAT files.

Public-key Signatures
See https://bench.cr.yp.to/call-sign.html for more information on Public-key Signature API and performance testing.

The first thing to do is to create a file called api.h. This file contains the following three lines (with the sizes set to the appropriate values):
     #define CRYPTO_SECRETKEYBYTES 256
     #define CRYPTO_PUBLICKEYBYTES 85
     #define CRYPTO_BYTES 128

Then create a file called sign.c with the following function calls:

	eBATS calls
		Generates a keypair - pk is the public key and sk is the secret key.

		int crypto_sign_keypair(
			unsigned char *pk,
			unsigned char *sk
		)

		Sign a message: sm is the signed message, m is the original message, and sk is the secret key.

		int crypto_sign(
			unsigned char *sm, unsigned long long *smlen,
			const unsigned char *m, unsigned long long mlen,
			const unsigned char *sk
		)

		Verify a message signature: m is the original message, sm is the signed message, pk is the public key.

		int crypto_sign_open(
			unsigned char *m, unsigned long long *mlen,
			const unsigned char *sm, unsigned long long smlen,
			const unsigned char *pk
		)

	KAT calls
		int crypto_sign_keypair_KAT(
			unsigned char *pk,
			unsigned char *sk,
			unsigned char *randomness
		)

		int crypto_sign_KAT(
			unsigned char *sm, unsigned long long *smlen,
			const unsigned char *m, unsigned long long mlen,
			const unsigned char *sk,
			unsigned char *randomness
		)


Public-key Encryption
See https://bench.cr.yp.to/call-encrypt.html for more information on Public-key Encryption API and performance testing.

The first thing to do is to create a file called api.h. This file contains the following three lines (with the sizes set to the appropriate values):
     #define CRYPTO_SECRETKEYBYTES 256
     #define CRYPTO_PUBLICKEYBYTES 64
     #define CRYPTO_BYTES 48

Then create a file called encrypt.c with the following function calls:

	eBATS calls
		Generates a keypair - pk is the public key and sk is the secret key.

		int crypto_encrypt_keypair(
			unsigned char *pk,
			unsigned char *sk
		)

		Encrypt a plaintext: c is the ciphertext, m is the plaintext, and pk is the public key.

		int crypto_encrypt(
			unsigned char *c,unsigned long long *clen,
			const unsigned char *m,unsigned long long mlen,
			const unsigned char *pk
		)

		Decrypt a ciphertext: m is the plaintext, c is the ciphertext, and sk is the secret key.

		int crypto_encrypt_open(
			unsigned char *m,unsigned long long *mlen,
			const unsigned char *c,unsigned long long clen,
			const unsigned char *sk
		)

	KAT calls
		int crypto_encrypt_keypair_KAT(
			unsigned char *pk,
			unsigned char *sk,
			unsigned char *randomness
		)

		int crypto_encrypt_KAT(
			unsigned char *c,unsigned long long *clen,
			const unsigned char *m,unsigned long long mlen,
			const unsigned char *pk,
			unsigned char *randomness
		)


Key Establishment
The calls in the eBATS specification do not meet the calls specified in the call for algorithms. However, attempts were made to match the specifications for the other algorithms. (For reference, see https://bench.cr.yp.to/call-dh.html for more information on Public-key Diffie-Hellman API and performance testing.)

The first thing to do is to create a file called api.h. This file contains the following three lines (with the sizes set to the appropriate values):
     #define CRYPTO_SECRETKEYBYTES 192
     #define CRYPTO_PUBLICKEYBYTES 64
     #define CRYPTO_BYTES 64

Then create a file called keyestablishment.c with the following function calls:

	eBATS-like calls

		Generate an initiator key-establishment message: kei is the initiator’s key exchange message and ski is the secret key of the initiator.

		int crypto_keyestablishment_initiator_generate(
			unsigned char *kei,
			unsigned char *ski
		)

		Generate a responder key-establishment message: ker is the responder’s key exchange message, skr is the responder’s secret key, and kei is the initiator’s key exchange message.

		int crypto_keyestablishment_responder_generate(
			unsigned char *ker,
			unsigned char *skr,
			const unsigned char *kei
		)

		Initiator recovery of the shared secret: ss is the shared secret, ker is the responder’s key exchange message, and ski is secret key of initiator.

		int crypto_keyestablishment_initiator_recover(
			unsigned char *ss,
			const unsigned char *ker,
			const unsigned char *ski
		)

		Responder recovery of the shared secret: ss is the shared secret, kei is the initiator’s  key exchange message, and skr is secret key of responder.

		int crypto_keyestablishment_responder_recover(
			unsigned char *ss,
			const unsigned char *kei,
			const unsigned char *skr
		)

	KAT calls

		int crypto_keyestablishment_initiator_generate_KAT(
			unsigned char *kei,
			unsigned char *ski,
			unsigned char *randomness
		)

		int crypto_keyestablishment_responder_generate_KAT(
			unsigned char *ker,
			unsigned char *skr,
			const unsigned char *kei,
			unsigned char *randomness
		)




# RSAES-OAEP-ENCRYPT
# Variable Label Test
# This test uses a fixed public key, message, and seed value with a variable label
# The ’seed’ value is set to a fixed value to provide reproducible results
# The hash function is SHA3-256 and the MGF is SHAKE128

k = 256
n = 
e = f3e7af
M = 00000000000000000000000000000000
seed = 39eaa9393979393c3945479d3c393989a959f9d909c9d949f9a90939d9f9f999

Count = 1
L = 0000000000000000000000000000000000000000000000000000000000000001
C = 

Count = 2
L = 0000000000000000000000000000000000000000000000000000000000000002
C = 

Count = 3
L = 0000000000000000000000000000000000000000000000000000000000000004
C = 

Count = 4
L = 0000000000000000000000000000000000000000000000000000000000000008
C = 

Count = 5
L = 0000000000000000000000000000000000000000000000000000000000000010
C = 

Count = 6
L = 0000000000000000000000000000000000000000000000000000000000000020
C = 

Count = 7
L = 0000000000000000000000000000000000000000000000000000000000000040
C = 

Count = 8
L = 0000000000000000000000000000000000000000000000000000000000000080
C = 

Count = 9
L = 0000000000000000000000000000000000000000000000000000000000000100
C = 

Count = 10
L = 0000000000000000000000000000000000000000000000000000000000000200
C = 

Count = 11
L = 0000000000000000000000000000000000000000000000000000000000000400
C = 

Count = 12
L = 0000000000000000000000000000000000000000000000000000000000000800
C = 

Count = 13
L = 0000000000000000000000000000000000000000000000000000000000001000
C = 

Count = 14
L = 0000000000000000000000000000000000000000000000000000000000002000
C = 

Count = 15
L = 0000000000000000000000000000000000000000000000000000000000004000
C = 

Count = 16
L = 0000000000000000000000000000000000000000000000000000000000008000
C = 

Count = 17
L = 0000000000000000000000000000000000000000000000000000000000010000
C = 

Count = 18
L = 0000000000000000000000000000000000000000000000000000000000020000
C = 

Count = 19
L = 0000000000000000000000000000000000000000000000000000000000040000
C = 

Count = 20
L = 0000000000000000000000000000000000000000000000000000000000080000
C = 

Count = 21
L = 0000000000000000000000000000000000000000000000000000000000100000
C = 

Count = 22
L = 0000000000000000000000000000000000000000000000000000000000200000
C = 

Count = 23
L = 0000000000000000000000000000000000000000000000000000000000400000
C = 

Count = 24
L = 0000000000000000000000000000000000000000000000000000000000800000
C = 

Count = 25
L = 0000000000000000000000000000000000000000000000000000000001000000
C = 

Count = 26
L = 0000000000000000000000000000000000000000000000000000000002000000
C = 

Count = 27
L = 0000000000000000000000000000000000000000000000000000000004000000
C = 

Count = 28
L = 0000000000000000000000000000000000000000000000000000000008000000
C = 

Count = 29
L = 0000000000000000000000000000000000000000000000000000000010000000
C = 

Count = 30
L = 0000000000000000000000000000000000000000000000000000000020000000
C = 

Count = 31
L = 0000000000000000000000000000000000000000000000000000000040000000
C = 

Count = 32
L = 0000000000000000000000000000000000000000000000000000000080000000
C = 

Count = 33
L = 0000000000000000000000000000000000000000000000000000000100000000
C = 

Count = 34
L = 0000000000000000000000000000000000000000000000000000000200000000
C = 

Count = 35
L = 0000000000000000000000000000000000000000000000000000000400000000
C = 

Count = 36
L = 0000000000000000000000000000000000000000000000000000000800000000
C = 

Count = 37
L = 0000000000000000000000000000000000000000000000000000001000000000
C = 

Count = 38
L = 0000000000000000000000000000000000000000000000000000002000000000
C = 

Count = 39
L = 0000000000000000000000000000000000000000000000000000004000000000
C = 

Count = 40
L = 0000000000000000000000000000000000000000000000000000008000000000
C = 

Count = 41
L = 0000000000000000000000000000000000000000000000000000010000000000
C = 

Count = 42
L = 0000000000000000000000000000000000000000000000000000020000000000
C = 

Count = 43
L = 0000000000000000000000000000000000000000000000000000040000000000
C = 

Count = 44
L = 0000000000000000000000000000000000000000000000000000080000000000
C = 

Count = 45
L = 0000000000000000000000000000000000000000000000000000100000000000
C = 

Count = 46
L = 0000000000000000000000000000000000000000000000000000200000000000
C = 

Count = 47
L = 0000000000000000000000000000000000000000000000000000400000000000
C = 

Count = 48
L = 0000000000000000000000000000000000000000000000000000800000000000
C = 

Count = 49
L = 0000000000000000000000000000000000000000000000000001000000000000
C = 

Count = 50
L = 0000000000000000000000000000000000000000000000000002000000000000
C = 

Count = 51
L = 0000000000000000000000000000000000000000000000000004000000000000
C = 

Count = 52
L = 0000000000000000000000000000000000000000000000000008000000000000
C = 

Count = 53
L = 0000000000000000000000000000000000000000000000000010000000000000
C = 

Count = 54
L = 0000000000000000000000000000000000000000000000000020000000000000
C = 

Count = 55
L = 0000000000000000000000000000000000000000000000000040000000000000
C = 

Count = 56
L = 0000000000000000000000000000000000000000000000000080000000000000
C = 

Count = 57
L = 0000000000000000000000000000000000000000000000000100000000000000
C = 

Count = 58
L = 0000000000000000000000000000000000000000000000000200000000000000
C = 

Count = 59
L = 0000000000000000000000000000000000000000000000000400000000000000
C = 

Count = 60
L = 0000000000000000000000000000000000000000000000000800000000000000
C = 

Count = 61
L = 0000000000000000000000000000000000000000000000001000000000000000
C = 

Count = 62
L = 0000000000000000000000000000000000000000000000002000000000000000
C = 

Count = 63
L = 0000000000000000000000000000000000000000000000004000000000000000
C = 

Count = 64
L = 0000000000000000000000000000000000000000000000008000000000000000
C = 

Count = 65
L = 0000000000000000000000000000000000000000000000010000000000000000
C = 

Count = 66
L = 0000000000000000000000000000000000000000000000020000000000000000
C = 

Count = 67
L = 0000000000000000000000000000000000000000000000040000000000000000
C = 

Count = 68
L = 0000000000000000000000000000000000000000000000080000000000000000
C = 

Count = 69
L = 0000000000000000000000000000000000000000000000100000000000000000
C = 

Count = 70
L = 0000000000000000000000000000000000000000000000200000000000000000
C = 

Count = 71
L = 0000000000000000000000000000000000000000000000400000000000000000
C = 

Count = 72
L = 0000000000000000000000000000000000000000000000800000000000000000
C = 

Count = 73
L = 0000000000000000000000000000000000000000000001000000000000000000
C = 

Count = 74
L = 0000000000000000000000000000000000000000000002000000000000000000
C = 

Count = 75
L = 0000000000000000000000000000000000000000000004000000000000000000
C = 

Count = 76
L = 0000000000000000000000000000000000000000000008000000000000000000
C = 

Count = 77
L = 0000000000000000000000000000000000000000000010000000000000000000
C = 

Count = 78
L = 0000000000000000000000000000000000000000000020000000000000000000
C = 

Count = 79
L = 0000000000000000000000000000000000000000000040000000000000000000
C = 

Count = 80
L = 0000000000000000000000000000000000000000000080000000000000000000
C = 

Count = 81
L = 0000000000000000000000000000000000000000000100000000000000000000
C = 

Count = 82
L = 0000000000000000000000000000000000000000000200000000000000000000
C = 

Count = 83
L = 0000000000000000000000000000000000000000000400000000000000000000
C = 

Count = 84
L = 0000000000000000000000000000000000000000000800000000000000000000
C = 

Count = 85
L = 0000000000000000000000000000000000000000001000000000000000000000
C = 

Count = 86
L = 0000000000000000000000000000000000000000002000000000000000000000
C = 

Count = 87
L = 0000000000000000000000000000000000000000004000000000000000000000
C = 

Count = 88
L = 0000000000000000000000000000000000000000008000000000000000000000
C = 

Count = 89
L = 0000000000000000000000000000000000000000010000000000000000000000
C = 

Count = 90
L = 0000000000000000000000000000000000000000020000000000000000000000
C = 

Count = 91
L = 0000000000000000000000000000000000000000040000000000000000000000
C = 

Count = 92
L = 0000000000000000000000000000000000000000080000000000000000000000
C = 

Count = 93
L = 0000000000000000000000000000000000000000100000000000000000000000
C = 

Count = 94
L = 0000000000000000000000000000000000000000200000000000000000000000
C = 

Count = 95
L = 0000000000000000000000000000000000000000400000000000000000000000
C = 

Count = 96
L = 0000000000000000000000000000000000000000800000000000000000000000
C = 

Count = 97
L = 0000000000000000000000000000000000000001000000000000000000000000
C = 

Count = 98
L = 0000000000000000000000000000000000000002000000000000000000000000
C = 

Count = 99
L = 0000000000000000000000000000000000000004000000000000000000000000
C = 

Count = 100
L = 0000000000000000000000000000000000000008000000000000000000000000
C = 

Count = 101
L = 0000000000000000000000000000000000000010000000000000000000000000
C = 

Count = 102
L = 0000000000000000000000000000000000000020000000000000000000000000
C = 

Count = 103
L = 0000000000000000000000000000000000000040000000000000000000000000
C = 

Count = 104
L = 0000000000000000000000000000000000000080000000000000000000000000
C = 

Count = 105
L = 0000000000000000000000000000000000000100000000000000000000000000
C = 

Count = 106
L = 0000000000000000000000000000000000000200000000000000000000000000
C = 

Count = 107
L = 0000000000000000000000000000000000000400000000000000000000000000
C = 

Count = 108
L = 0000000000000000000000000000000000000800000000000000000000000000
C = 

Count = 109
L = 0000000000000000000000000000000000001000000000000000000000000000
C = 

Count = 110
L = 0000000000000000000000000000000000002000000000000000000000000000
C = 

Count = 111
L = 0000000000000000000000000000000000004000000000000000000000000000
C = 

Count = 112
L = 0000000000000000000000000000000000008000000000000000000000000000
C = 

Count = 113
L = 0000000000000000000000000000000000010000000000000000000000000000
C = 

Count = 114
L = 0000000000000000000000000000000000020000000000000000000000000000
C = 

Count = 115
L = 0000000000000000000000000000000000040000000000000000000000000000
C = 

Count = 116
L = 0000000000000000000000000000000000080000000000000000000000000000
C = 

Count = 117
L = 0000000000000000000000000000000000100000000000000000000000000000
C = 

Count = 118
L = 0000000000000000000000000000000000200000000000000000000000000000
C = 

Count = 119
L = 0000000000000000000000000000000000400000000000000000000000000000
C = 

Count = 120
L = 0000000000000000000000000000000000800000000000000000000000000000
C = 

Count = 121
L = 0000000000000000000000000000000001000000000000000000000000000000
C = 

Count = 122
L = 0000000000000000000000000000000002000000000000000000000000000000
C = 

Count = 123
L = 0000000000000000000000000000000004000000000000000000000000000000
C = 

Count = 124
L = 0000000000000000000000000000000008000000000000000000000000000000
C = 

Count = 125
L = 0000000000000000000000000000000010000000000000000000000000000000
C = 

Count = 126
L = 0000000000000000000000000000000020000000000000000000000000000000
C = 

Count = 127
L = 0000000000000000000000000000000040000000000000000000000000000000
C = 

Count = 128
L = 0000000000000000000000000000000080000000000000000000000000000000
C = 

Count = 129
L = 0000000000000000000000000000000100000000000000000000000000000000
C = 

Count = 130
L = 0000000000000000000000000000000200000000000000000000000000000000
C = 

Count = 131
L = 0000000000000000000000000000000400000000000000000000000000000000
C = 

Count = 132
L = 0000000000000000000000000000000800000000000000000000000000000000
C = 

Count = 133
L = 0000000000000000000000000000001000000000000000000000000000000000
C = 

Count = 134
L = 0000000000000000000000000000002000000000000000000000000000000000
C = 

Count = 135
L = 0000000000000000000000000000004000000000000000000000000000000000
C = 

Count = 136
L = 0000000000000000000000000000008000000000000000000000000000000000
C = 

Count = 137
L = 0000000000000000000000000000010000000000000000000000000000000000
C = 

Count = 138
L = 0000000000000000000000000000020000000000000000000000000000000000
C = 

Count = 139
L = 0000000000000000000000000000040000000000000000000000000000000000
C = 

Count = 140
L = 0000000000000000000000000000080000000000000000000000000000000000
C = 

Count = 141
L = 0000000000000000000000000000100000000000000000000000000000000000
C = 

Count = 142
L = 0000000000000000000000000000200000000000000000000000000000000000
C = 

Count = 143
L = 0000000000000000000000000000400000000000000000000000000000000000
C = 

Count = 144
L = 0000000000000000000000000000800000000000000000000000000000000000
C = 

Count = 145
L = 0000000000000000000000000001000000000000000000000000000000000000
C = 

Count = 146
L = 0000000000000000000000000002000000000000000000000000000000000000
C = 

Count = 147
L = 0000000000000000000000000004000000000000000000000000000000000000
C = 

Count = 148
L = 0000000000000000000000000008000000000000000000000000000000000000
C = 

Count = 149
L = 0000000000000000000000000010000000000000000000000000000000000000
C = 

Count = 150
L = 0000000000000000000000000020000000000000000000000000000000000000
C = 

Count = 151
L = 0000000000000000000000000040000000000000000000000000000000000000
C = 

Count = 152
L = 0000000000000000000000000080000000000000000000000000000000000000
C = 

Count = 153
L = 0000000000000000000000000100000000000000000000000000000000000000
C = 

Count = 154
L = 0000000000000000000000000200000000000000000000000000000000000000
C = 

Count = 155
L = 0000000000000000000000000400000000000000000000000000000000000000
C = 

Count = 156
L = 0000000000000000000000000800000000000000000000000000000000000000
C = 

Count = 157
L = 0000000000000000000000001000000000000000000000000000000000000000
C = 

Count = 158
L = 0000000000000000000000002000000000000000000000000000000000000000
C = 

Count = 159
L = 0000000000000000000000004000000000000000000000000000000000000000
C = 

Count = 160
L = 0000000000000000000000008000000000000000000000000000000000000000
C = 

Count = 161
L = 0000000000000000000000010000000000000000000000000000000000000000
C = 

Count = 162
L = 0000000000000000000000020000000000000000000000000000000000000000
C = 

Count = 163
L = 0000000000000000000000040000000000000000000000000000000000000000
C = 

Count = 164
L = 0000000000000000000000080000000000000000000000000000000000000000
C = 

Count = 165
L = 0000000000000000000000100000000000000000000000000000000000000000
C = 

Count = 166
L = 0000000000000000000000200000000000000000000000000000000000000000
C = 

Count = 167
L = 0000000000000000000000400000000000000000000000000000000000000000
C = 

Count = 168
L = 0000000000000000000000800000000000000000000000000000000000000000
C = 

Count = 169
L = 0000000000000000000001000000000000000000000000000000000000000000
C = 

Count = 170
L = 0000000000000000000002000000000000000000000000000000000000000000
C = 

Count = 171
L = 0000000000000000000004000000000000000000000000000000000000000000
C = 

Count = 172
L = 0000000000000000000008000000000000000000000000000000000000000000
C = 

Count = 173
L = 0000000000000000000010000000000000000000000000000000000000000000
C = 

Count = 174
L = 0000000000000000000020000000000000000000000000000000000000000000
C = 

Count = 175
L = 0000000000000000000040000000000000000000000000000000000000000000
C = 

Count = 176
L = 0000000000000000000080000000000000000000000000000000000000000000
C = 

Count = 177
L = 0000000000000000000100000000000000000000000000000000000000000000
C = 

Count = 178
L = 0000000000000000000200000000000000000000000000000000000000000000
C = 

Count = 179
L = 0000000000000000000400000000000000000000000000000000000000000000
C = 

Count = 180
L = 0000000000000000000800000000000000000000000000000000000000000000
C = 

Count = 181
L = 0000000000000000001000000000000000000000000000000000000000000000
C = 

Count = 182
L = 0000000000000000002000000000000000000000000000000000000000000000
C = 

Count = 183
L = 0000000000000000004000000000000000000000000000000000000000000000
C = 

Count = 184
L = 0000000000000000008000000000000000000000000000000000000000000000
C = 

Count = 185
L = 0000000000000000010000000000000000000000000000000000000000000000
C = 

Count = 186
L = 0000000000000000020000000000000000000000000000000000000000000000
C = 

Count = 187
L = 0000000000000000040000000000000000000000000000000000000000000000
C = 

Count = 188
L = 0000000000000000080000000000000000000000000000000000000000000000
C = 

Count = 189
L = 0000000000000000100000000000000000000000000000000000000000000000
C = 

Count = 190
L = 0000000000000000200000000000000000000000000000000000000000000000
C = 

Count = 191
L = 0000000000000000400000000000000000000000000000000000000000000000
C = 

Count = 192
L = 0000000000000000800000000000000000000000000000000000000000000000
C = 

Count = 193
L = 0000000000000001000000000000000000000000000000000000000000000000
C = 

Count = 194
L = 0000000000000002000000000000000000000000000000000000000000000000
C = 

Count = 195
L = 0000000000000004000000000000000000000000000000000000000000000000
C = 

Count = 196
L = 0000000000000008000000000000000000000000000000000000000000000000
C = 

Count = 197
L = 0000000000000010000000000000000000000000000000000000000000000000
C = 

Count = 198
L = 0000000000000020000000000000000000000000000000000000000000000000
C = 

Count = 199
L = 0000000000000040000000000000000000000000000000000000000000000000
C = 

Count = 200
L = 0000000000000080000000000000000000000000000000000000000000000000
C = 

Count = 201
L = 0000000000000100000000000000000000000000000000000000000000000000
C = 

Count = 202
L = 0000000000000200000000000000000000000000000000000000000000000000
C = 

Count = 203
L = 0000000000000400000000000000000000000000000000000000000000000000
C = 

Count = 204
L = 0000000000000800000000000000000000000000000000000000000000000000
C = 

Count = 205
L = 0000000000001000000000000000000000000000000000000000000000000000
C = 

Count = 206
L = 0000000000002000000000000000000000000000000000000000000000000000
C = 

Count = 207
L = 0000000000004000000000000000000000000000000000000000000000000000
C = 

Count = 208
L = 0000000000008000000000000000000000000000000000000000000000000000
C = 

Count = 209
L = 0000000000010000000000000000000000000000000000000000000000000000
C = 

Count = 210
L = 0000000000020000000000000000000000000000000000000000000000000000
C = 

Count = 211
L = 0000000000040000000000000000000000000000000000000000000000000000
C = 

Count = 212
L = 0000000000080000000000000000000000000000000000000000000000000000
C = 

Count = 213
L = 0000000000100000000000000000000000000000000000000000000000000000
C = 

Count = 214
L = 0000000000200000000000000000000000000000000000000000000000000000
C = 

Count = 215
L = 0000000000400000000000000000000000000000000000000000000000000000
C = 

Count = 216
L = 0000000000800000000000000000000000000000000000000000000000000000
C = 

Count = 217
L = 0000000001000000000000000000000000000000000000000000000000000000
C = 

Count = 218
L = 0000000002000000000000000000000000000000000000000000000000000000
C = 

Count = 219
L = 0000000004000000000000000000000000000000000000000000000000000000
C = 

Count = 220
L = 0000000008000000000000000000000000000000000000000000000000000000
C = 

Count = 221
L = 0000000010000000000000000000000000000000000000000000000000000000
C = 

Count = 222
L = 0000000020000000000000000000000000000000000000000000000000000000
C = 

Count = 223
L = 0000000040000000000000000000000000000000000000000000000000000000
C = 

Count = 224
L = 0000000080000000000000000000000000000000000000000000000000000000
C = 

Count = 225
L = 0000000100000000000000000000000000000000000000000000000000000000
C = 

Count = 226
L = 0000000200000000000000000000000000000000000000000000000000000000
C = 

Count = 227
L = 0000000400000000000000000000000000000000000000000000000000000000
C = 

Count = 228
L = 0000000800000000000000000000000000000000000000000000000000000000
C = 

Count = 229
L = 0000001000000000000000000000000000000000000000000000000000000000
C = 

Count = 230
L = 0000002000000000000000000000000000000000000000000000000000000000
C = 

Count = 231
L = 0000004000000000000000000000000000000000000000000000000000000000
C = 

Count = 232
L = 0000008000000000000000000000000000000000000000000000000000000000
C = 

Count = 233
L = 0000010000000000000000000000000000000000000000000000000000000000
C = 

Count = 234
L = 0000020000000000000000000000000000000000000000000000000000000000
C = 

Count = 235
L = 0000040000000000000000000000000000000000000000000000000000000000
C = 

Count = 236
L = 0000080000000000000000000000000000000000000000000000000000000000
C = 

Count = 237
L = 0000100000000000000000000000000000000000000000000000000000000000
C = 

Count = 238
L = 0000200000000000000000000000000000000000000000000000000000000000
C = 

Count = 239
L = 0000400000000000000000000000000000000000000000000000000000000000
C = 

Count = 240
L = 0000800000000000000000000000000000000000000000000000000000000000
C = 

Count = 241
L = 0001000000000000000000000000000000000000000000000000000000000000
C = 

Count = 242
L = 0002000000000000000000000000000000000000000000000000000000000000
C = 

Count = 243
L = 0004000000000000000000000000000000000000000000000000000000000000
C = 

Count = 244
L = 0008000000000000000000000000000000000000000000000000000000000000
C = 

Count = 245
L = 0010000000000000000000000000000000000000000000000000000000000000
C = 

Count = 246
L = 0020000000000000000000000000000000000000000000000000000000000000
C = 

Count = 247
L = 0040000000000000000000000000000000000000000000000000000000000000
C = 

Count = 248
L = 0080000000000000000000000000000000000000000000000000000000000000
C = 

Count = 249
L = 0100000000000000000000000000000000000000000000000000000000000000
C = 

Count = 250
L = 0200000000000000000000000000000000000000000000000000000000000000
C = 

Count = 251
L = 0400000000000000000000000000000000000000000000000000000000000000
C = 

Count = 252
L = 0800000000000000000000000000000000000000000000000000000000000000
C = 

Count = 253
L = 1000000000000000000000000000000000000000000000000000000000000000
C = 

Count = 254
L = 2000000000000000000000000000000000000000000000000000000000000000
C = 

Count = 255
L = 4000000000000000000000000000000000000000000000000000000000000000
C = 

Count = 256
L = 8000000000000000000000000000000000000000000000000000000000000000
C = 



# RSAES-OAEP-ENCRYPT
# Variable Message Test
# This test uses a fixed public key, label, and seed value with a variable message
# The ’seed’ value is set to a fixed value to provide reproducible results
# The hash function is SHA3-256 and the MGF is SHAKE128


k = 256
n = 
e = f3e7af
L = 0000000000000000000000000000000000000000000000000000000000000000
seed = 39eaa9393979393c3945479d3c393989a959f9d909c9d949f9a90939d9f9f999

Count = 1
M = 00000000000000000000000000000001
C = 

Count = 2
M = 00000000000000000000000000000002
C = 

Count = 3
M = 00000000000000000000000000000004
C = 

Count = 4
M = 00000000000000000000000000000008
C = 

Count = 5
M = 00000000000000000000000000000010
C = 

Count = 6
M = 00000000000000000000000000000020
C = 

Count = 7
M = 00000000000000000000000000000040
C = 

Count = 8
M = 00000000000000000000000000000080
C = 

Count = 9
M = 00000000000000000000000000000100
C = 

Count = 10
M = 00000000000000000000000000000200
C = 

Count = 11
M = 00000000000000000000000000000400
C = 

Count = 12
M = 00000000000000000000000000000800
C = 

Count = 13
M = 00000000000000000000000000001000
C = 

Count = 14
M = 00000000000000000000000000002000
C = 

Count = 15
M = 00000000000000000000000000004000
C = 

Count = 16
M = 00000000000000000000000000008000
C = 

Count = 17
M = 00000000000000000000000000010000
C = 

Count = 18
M = 00000000000000000000000000020000
C = 

Count = 19
M = 00000000000000000000000000040000
C = 

Count = 20
M = 00000000000000000000000000080000
C = 

Count = 21
M = 00000000000000000000000000100000
C = 

Count = 22
M = 00000000000000000000000000200000
C = 

Count = 23
M = 00000000000000000000000000400000
C = 

Count = 24
M = 00000000000000000000000000800000
C = 

Count = 25
M = 00000000000000000000000001000000
C = 

Count = 26
M = 00000000000000000000000002000000
C = 

Count = 27
M = 00000000000000000000000004000000
C = 

Count = 28
M = 00000000000000000000000008000000
C = 

Count = 29
M = 00000000000000000000000010000000
C = 

Count = 30
M = 00000000000000000000000020000000
C = 

Count = 31
M = 00000000000000000000000040000000
C = 

Count = 32
M = 00000000000000000000000080000000
C = 

Count = 33
M = 00000000000000000000000100000000
C = 

Count = 34
M = 00000000000000000000000200000000
C = 

Count = 35
M = 00000000000000000000000400000000
C = 

Count = 36
M = 00000000000000000000000800000000
C = 

Count = 37
M = 00000000000000000000001000000000
C = 

Count = 38
M = 00000000000000000000002000000000
C = 

Count = 39
M = 00000000000000000000004000000000
C = 

Count = 40
M = 00000000000000000000008000000000
C = 

Count = 41
M = 00000000000000000000010000000000
C = 

Count = 42
M = 00000000000000000000020000000000
C = 

Count = 43
M = 00000000000000000000040000000000
C = 

Count = 44
M = 00000000000000000000080000000000
C = 

Count = 45
M = 00000000000000000000100000000000
C = 

Count = 46
M = 00000000000000000000200000000000
C = 

Count = 47
M = 00000000000000000000400000000000
C = 

Count = 48
M = 00000000000000000000800000000000
C = 

Count = 49
M = 00000000000000000001000000000000
C = 

Count = 50
M = 00000000000000000002000000000000
C = 

Count = 51
M = 00000000000000000004000000000000
C = 

Count = 52
M = 00000000000000000008000000000000
C = 

Count = 53
M = 00000000000000000010000000000000
C = 

Count = 54
M = 00000000000000000020000000000000
C = 

Count = 55
M = 00000000000000000040000000000000
C = 

Count = 56
M = 00000000000000000080000000000000
C = 

Count = 57
M = 00000000000000000100000000000000
C = 

Count = 58
M = 00000000000000000200000000000000
C = 

Count = 59
M = 00000000000000000400000000000000
C = 

Count = 60
M = 00000000000000000800000000000000
C = 

Count = 61
M = 00000000000000001000000000000000
C = 

Count = 62
M = 00000000000000002000000000000000
C = 

Count = 63
M = 00000000000000004000000000000000
C = 

Count = 64
M = 00000000000000008000000000000000
C = 

Count = 65
M = 00000000000000010000000000000000
C = 

Count = 66
M = 00000000000000020000000000000000
C = 

Count = 67
M = 00000000000000040000000000000000
C = 

Count = 68
M = 00000000000000080000000000000000
C = 

Count = 69
M = 00000000000000100000000000000000
C = 

Count = 70
M = 00000000000000200000000000000000
C = 

Count = 71
M = 00000000000000400000000000000000
C = 

Count = 72
M = 00000000000000800000000000000000
C = 

Count = 73
M = 00000000000001000000000000000000
C = 

Count = 74
M = 00000000000002000000000000000000
C = 

Count = 75
M = 00000000000004000000000000000000
C = 

Count = 76
M = 00000000000008000000000000000000
C = 

Count = 77
M = 00000000000010000000000000000000
C = 

Count = 78
M = 00000000000020000000000000000000
C = 

Count = 79
M = 00000000000040000000000000000000
C = 

Count = 80
M = 00000000000080000000000000000000
C = 

Count = 81
M = 00000000000100000000000000000000
C = 

Count = 82
M = 00000000000200000000000000000000
C = 

Count = 83
M = 00000000000400000000000000000000
C = 

Count = 84
M = 00000000000800000000000000000000
C = 

Count = 85
M = 00000000001000000000000000000000
C = 

Count = 86
M = 00000000002000000000000000000000
C = 

Count = 87
M = 00000000004000000000000000000000
C = 

Count = 88
M = 00000000008000000000000000000000
C = 

Count = 89
M = 00000000010000000000000000000000
C = 

Count = 90
M = 00000000020000000000000000000000
C = 

Count = 91
M = 00000000040000000000000000000000
C = 

Count = 92
M = 00000000080000000000000000000000
C = 

Count = 93
M = 00000000100000000000000000000000
C = 

Count = 94
M = 00000000200000000000000000000000
C = 

Count = 95
M = 00000000400000000000000000000000
C = 

Count = 96
M = 00000000800000000000000000000000
C = 

Count = 97
M = 00000001000000000000000000000000
C = 

Count = 98
M = 00000002000000000000000000000000
C = 

Count = 99
M = 00000004000000000000000000000000
C = 

Count = 100
M = 00000008000000000000000000000000
C = 

Count = 101
M = 00000010000000000000000000000000
C = 

Count = 102
M = 00000020000000000000000000000000
C = 

Count = 103
M = 00000040000000000000000000000000
C = 

Count = 104
M = 00000080000000000000000000000000
C = 

Count = 105
M = 00000100000000000000000000000000
C = 

Count = 106
M = 00000200000000000000000000000000
C = 

Count = 107
M = 00000400000000000000000000000000
C = 

Count = 108
M = 00000800000000000000000000000000
C = 

Count = 109
M = 00001000000000000000000000000000
C = 

Count = 110
M = 00002000000000000000000000000000
C = 

Count = 111
M = 00004000000000000000000000000000
C = 

Count = 112
M = 00008000000000000000000000000000
C = 

Count = 113
M = 00010000000000000000000000000000
C = 

Count = 114
M = 00020000000000000000000000000000
C = 

Count = 115
M = 00040000000000000000000000000000
C = 

Count = 116
M = 00080000000000000000000000000000
C = 

Count = 117
M = 00100000000000000000000000000000
C = 

Count = 118
M = 00200000000000000000000000000000
C = 

Count = 119
M = 00400000000000000000000000000000
C = 

Count = 120
M = 00800000000000000000000000000000
C = 

Count = 121
M = 01000000000000000000000000000000
C = 

Count = 122
M = 02000000000000000000000000000000
C = 

Count = 123
M = 04000000000000000000000000000000
C = 

Count = 124
M = 08000000000000000000000000000000
C = 

Count = 125
M = 10000000000000000000000000000000
C = 

Count = 126
M = 20000000000000000000000000000000
C = 

Count = 127
M = 40000000000000000000000000000000
C = 

Count = 128
M = 80000000000000000000000000000000
C = 



# RSAES-OAEP-ENCRYPT
# Intermediate Values
# This file provides intermediate values for debugging purposes
# The hash function is SHA3-256 and the MGF is SHAKE128


=============================================================
OAEP_Enrypt() input parameters:
n 
	                  A674F0F2 A01FA0A9 87D0EF35 5F36CBD7 
	EDA5A931 D5ECA30B 18FC237A 481FCEA4 35FE5141 66DB877C
	A1E64520 4B0E1E2A 8E5F7FCF 28A98306 C70424F0 F4025C7D
	8C6D8906 3AC7847B F52EB1F2 852BDD5C C03C1CBF 63875B50
	62F4D22B 290526A5 FECFE343 D39C3B46 626B63E9 1670802B
	4D7A0669 73474A75 7D3E5957 DDC020AF DDBEEF96 3643B237
	651F7BD5 8D9AF4EA 67DA7DE5 620539FB 904C5A02 43388498
	013470DE 777C8F11 924ADD97 FA1FB11B 51CAB46E A38ADF99
	5AD5EFD0 958A98CB F022DFB0 D4B12891 7E4B513F 12062905
	1307B4D9 D1014A28 C55C93AA FF59F47A 7C0472A8 B7A1AD5D
	BF07252C 4B260227 8FE18A77 EC8ACB87 98F9F8B7 20DAFE03
	

e 
	                  00000000 00000000 00000000 00000000 
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00F3E7AF
	

M 
	                             48656C 6C6F2057 6F726C64 
	

L 
	                                    00010203 04050607 
	08090A0B 0C0D0E0F 10111213 14151617 18191A1B 1C1D1E1F
	

seed 
	                                    39EAA939 3979393C 
	3945479D 3C393989 A959F9D9 09C9D949 F9A90939 D9F9F999
	

=============================================================
Step 2.a - lHash 
	                                    050A4873 3BD5C275 
	6BA95C58 28CC83EE 16FABCD3 C086885B 7744F84A 0F9E0D94
	

Step 2.b - PS 
	                             000000 00000000 00000000 
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	

Step 2.c - DB 
	                                      050A48 733BD5C2 
	756BA95C 5828CC83 EE16FABC D3C08688 5B7744F8 4A0F9E0D
	94000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 00000000 00000000 00000000
	00000000 00000000 00000000 0148656C 6C6F2057 6F726C64
	

Step 2.d - seed 
	                                    39EAA939 3979393C 
	3945479D 3C393989 A959F9D9 09C9D949 F9A90939 D9F9F999
	

Step 2.e - dbMask 
	                                      6098FF A618E5C2 
	23177308 8FAB3CFB DD855465 6280093C 9E5FA50B CF37A571
	4B8E3D06 A139C686 73CD6257 CE10F5F3 396936BD 600A510B
	589AFE3F 3B7BCA2C DB89BA81 6553451C 5C0EDD96 CD33BC5D
	6C6D65B7 51A2DE31 9904AD0F 096FBCCF 4372721A 62D923F0
	0D39384A C27F24F9 F8AB48CC 7960AD1F 070DD9C6 B781C173
	70BA9C5F 95AEDEDA 3AD300F1 48A53666 E19AD2AD 259988BB
	C6C04752 457E30E8 0D2CCBB8 0AF12CE9 44F67DB4 35F1B650
	790718E9 F4127D59 B1365D39 F37ECBE9 78A8ACAF 244B6D73
	8A91DCAA 68C72205 8F4F387D B419C407 A443134B 09CD3769
	

Step 2.f - maskedDB 
	                                      6592B7 D5233000 
	567CDA54 D783F078 3393AED9 B1408FB4 C528E1F3 85383B7C
	DF8E3D06 A139C686 73CD6257 CE10F5F3 396936BD 600A510B
	589AFE3F 3B7BCA2C DB89BA81 6553451C 5C0EDD96 CD33BC5D
	6C6D65B7 51A2DE31 9904AD0F 096FBCCF 4372721A 62D923F0
	0D39384A C27F24F9 F8AB48CC 7960AD1F 070DD9C6 B781C173
	70BA9C5F 95AEDEDA 3AD300F1 48A53666 E19AD2AD 259988BB
	C6C04752 457E30E8 0D2CCBB8 0AF12CE9 44F67DB4 35F1B650
	790718E9 F4127D59 B1365D39 F37ECBE9 78A8ACAF 244B6D73
	8A91DCAA 68C72205 8F4F387D B551A16B C82C331C 66BF5B0D
	

Step 2.g - seedMask 
	                                    6C284287 A313ADD0 
	3528DC49 6C5CC862 B0B8B3C0 C668225D 477255FF ADAC38B6
	

Step 2.h - maskedSeed 
	                                    55C2EBBE 9A6A94EC 
	0C6D9BD4 5065F1EB 19E14A19 CFA1FB14 BEDB5CC6 7455C12F
	

Step 2.i - EM 
	                  0055C2EB BE9A6A94 EC0C6D9B D45065F1 
	EB19E14A 19CFA1FB 14BEDB5C C67455C1 2F6592B7 D5233000
	567CDA54 D783F078 3393AED9 B1408FB4 C528E1F3 85383B7C
	DF8E3D06 A139C686 73CD6257 CE10F5F3 396936BD 600A510B
	589AFE3F 3B7BCA2C DB89BA81 6553451C 5C0EDD96 CD33BC5D
	6C6D65B7 51A2DE31 9904AD0F 096FBCCF 4372721A 62D923F0
	0D39384A C27F24F9 F8AB48CC 7960AD1F 070DD9C6 B781C173
	70BA9C5F 95AEDEDA 3AD300F1 48A53666 E19AD2AD 259988BB
	C6C04752 457E30E8 0D2CCBB8 0AF12CE9 44F67DB4 35F1B650
	790718E9 F4127D59 B1365D39 F37ECBE9 78A8ACAF 244B6D73
	8A91DCAA 68C72205 8F4F387D B551A16B C82C331C 66BF5B0D
	

Step 3.a - m
42290527300904055368377788531939406029260535134364837691247675946075863075431346857211827109844750001656703216880319952969748232870794091457101918929316956516080434692408650744377446480761942694330330914670934334747121643519513830302822501824211330191953458632391075412288146304355945870231048564686890881612592213320811556411005127801691685493144056229732609455640035200918331402483103719911460257401368337590279975727077599992910788900443081541755789452676731243113198050263105575603898849752549743900534714752514425737201097550405191949951019309973912954314197899041920692592756505243309079402661963913450445581

Step 3.b - c
1227517929598588883156388349441872784274229098198334136729257960887067962241151917388210606807194676316397742732303565663119043915107019200993276678675722626482268522587444289609126728434872901747659890259931618941977435839052369827566789722344222620492471449049973896038840071138974015822500420764261684606059512902669656087495579500405970705668080486784034492248133486449456583237566709836281276130403807305755459369852078225324444728423630579322890632292391791153641015691337757780829775858817537677684356160442994827622261963677214597481896917535587587080088950569380830868080663899023555347173608857810354664018

Step 3.c - C 
	                  09B94BF1 6C206C7B 69DF72F4 03E5A9D0 
	AC08744F 8EC7B002 322EFD8B 18F9F3A1 8854396F 5D1B2DA7
	4CDD8483 A07941AB EFD7F959 924E247A 91F203EF D64340C7
	D6DB4407 8090F1E8 43309A78 307235B8 B4B9AF4D 024612C3
	CD1FDCD0 CA688AF8 346398C3 BA616041 9203A407 2BF6DA2B
	CA7C4A52 C02BBE5F 1C77D725 0F7A7433 88DE0843 3F522DD0
	D804E7DE 8B889BB8 DD1858A1 7C30F757 DDE759EA 8E741C7F
	2E51FDFE FA1F464B 4E8162E8 108155EA 02D312DD A438F1D2
	3A135640 0F93ECEC BE35E315 2A3522BD 513EC141 D5F2F35F
	53BB3701 078C49C2 CB2A4CF3 689E1AC2 34BB628C 768C8612
	4AAF891B EEC5322D 6E89D637 45DCA5C1 579BE3BA 655D7252
	

Step 4 - Ciphertext, C, is 
	                  09B94BF1 6C206C7B 69DF72F4 03E5A9D0 
	AC08744F 8EC7B002 322EFD8B 18F9F3A1 8854396F 5D1B2DA7
	4CDD8483 A07941AB EFD7F959 924E247A 91F203EF D64340C7
	D6DB4407 8090F1E8 43309A78 307235B8 B4B9AF4D 024612C3
	CD1FDCD0 CA688AF8 346398C3 BA616041 9203A407 2BF6DA2B
	CA7C4A52 C02BBE5F 1C77D725 0F7A7433 88DE0843 3F522DD0
	D804E7DE 8B889BB8 DD1858A1 7C30F757 DDE759EA 8E741C7F
	2E51FDFE FA1F464B 4E8162E8 108155EA 02D312DD A438F1D2
	3A135640 0F93ECEC BE35E315 2A3522BD 513EC141 D5F2F35F
	53BB3701 078C49C2 CB2A4CF3 689E1AC2 34BB628C 768C8612
	4AAF891B EEC5322D 6E89D637 45DCA5C1 579BE3BA 655D7252
	


PQC - Test Vectors



Test vectors are to be provided that can be used to determine the correctness of an implementation. These files come in two types: Known Answer Tests (KAT) files and Intermediate files. The KAT files are for general use to determine an implementation’s correctness. The Intermediate values are useful for debugging an incorrect implementation. KAT files shall be provided to test different aspects of the algorithm, e.g., key generation, encryption, decryption.



As an example, suppose one were to look at RSA encryption using the OAEP padding scheme. See IETF RFC 3447 Section 7.1.1 Encryption operation (February 2003) for the specification. For this operation, given a fixed key, the message and label are the other variable inputs. As such, two separate KAT files should be included. Samples for Variable Message Test and Variable Label Test are provided. [Sara, link those two to the files provided - italics not needed just pointing out the text to hyperlink] Additionally, Intermediate Values for the steps in section 7.1.1 are provided. [Sara, same linking thing here]. NOTE: For these samples, the hash function is SHA3-256() and the MGF is SHAKE128().



Other sample intermediate values files for various algorithms can be found on the CryptoToolkit Examples page. [Sara, link to http://csrc.nist.gov/groups/ST/toolkit/examples.html]




The National Institute of Standards and Technology (NIST) is requesting comments on a new process to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic algorithms. Currently, public-key cryptographic algorithms are specified in FIPS 186–4, Digital Signature Standard, as well as special publications SP 800-56A Revision 2, Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography and SP 800-56B Revision 1, Recommendation for Pair-Wises Key-Establishment Schemes Using Integer Factorization Cryptography.  However, these algorithms are vulnerable to attacks from large-scale quantum computers (see NISTIR 8105 Report on Post Quantum Cryptography).

As a first step in this process, NIST is publishing draft minimum acceptability requirements, submission requirements, and evaluation criteria for candidate algorithms to solicit public comment. It is intended that the new public-key cryptography standards will specify one or more additional unclassified, publicly disclosed digital signature, public-key encryption, and key-establishment algorithms that are available royalty-free worldwide, and are capable of protecting sensitive government information well into the foreseeable future, including after the advent of quantum computers.

The draft requirements and evaluation criteria are available on the NIST Computer Security Resource Center website: http://www.nist.gov/pqcrypto.  The public comment period closes on DATE.  Send comments to pqc-comments@nist.gov, with subject line “Comment on Post-Quantum Cryptography Requirements and Evaluation Criteria”








